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ARMING BIG BROTHER REVISITED
EUROPEAN SECURITY RESEARCH

Civil Liberties, Science, Engineering and Technology (SET), the Military

(Intergroup for Peace Initiatives Event: European Parliament, 21 November 2007)
The Intergroup for Peace Initiatives, in following up its hearing on 12 September 2006 on
the  European Security Research  Programme (for full information see
http://www.quaker.org/qcea/Security/securityhearing.htm), organised this debate and
invited 2 keynote speakers: Dr. Ben Hayes from Statewatch and Dr. Chris Langley from
Scientists for Global Responsibility.

Keynote Presentation: Dr. Ben Hayes, Statewatch’

Ben Hays recapped on the development of the European Security Research Programme. Key
events include:

Date Event

2001 (July) Establishment of the EU Advisory Group on Aerospace®

2003 (Oct) Establishment of the Group of Personalities (GoP)?
2003 (Dec) European Security Strategy adopted
2004 (March) | GoP publishes report ‘Research for a secure Europe’

2004 (July) European Defence Agency agreed

(
(Oc
(
(
(
2004 (Sept) Preparatory Action for Security Research 2004-2006 launched by European

Commission with € 65 m - this action was managed by DG Enterprise and not
by DG Research.

2005 (April) European Security Research Advisory Board (ESRAB) established (see below
for analysis of members)

2006 (Sept) ESRAB final report published - available at:
http://ec.europa.eu/enterprise/security/doc/esrab_report_en.pdf

! For some background information see also the Intergroup Report on the first European Security
Research hearing arranged by the intergroup available at:
http://www.quaker.org/qcea/Security/securityhearing.htm

2 This group was made up of 5 European Commissioners, Javier Solana (General Secretary/High
Representative for Foreign Policy of the Council of the European Union), 2 MEPs, and 7
representatives of the private sector including the Chairmen/Co-Chairmen/Presidents of SNECMA, BAE
Systems, EADS, Finmeccanica, Thales, and Rolls-Royce. (from: Ben Hayes, Arming Big Brother,
TNI/Statewatch, 2006, available at: http://www.statewatch.org/news/2006/apr/bigbrother.pdf
accessed on 22 November 2007)

3 This group was made up of 2 European Commissioners, 8 representatives from the private sector
(specifically: EADS, BAE Systems, Thales, Finmeccanica, Ericsson, Indra, Siemens, Diehl), 6 Research
Institutions including RAND Corporation, and the Greek and Belgian Ministries of Defence, 4 MEPs from
the Christian Democrat (2), Socialist and Liberal Groups and as observers, Javier Solana, two further
European Commissioners, NATO, the Western European Armaments Association, and the EU Military
Committee. (From Ben Hayes: op.cit.)
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Date Event

2007 (Sept) European Security Research and Innovation Forum (ESRIF) for public-private
dialogue in security research launched (see European Commission Press
Release:
http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/07/346&f
ormat=HTML&aged=0&language=EN&guiLanguage=en

2007 - 2013 Integration of Security Research into FP7 with € 2.8 bn allocated to Security
and Space of which € 200 m is available for security research.

The Preparatory Action and its Governance

Under the Preparatory Action, some 39 projects were allocated of which 60% were led by
companies in the defence sector. Some of the projects related less to technological
research and more to the development of policy and strategy formulation. For example, the
Aerospace and Defence Industries Association of Europe (ASD) was funded to produce the
European Security Research Agenda. Among the key member companies of ADS we find the
very same companies represented on the Group of Personalities as on the European Security
Research Advisory Board, established to advise on the allocation of funds under the
Preparatory Action and on the European Security Research Programme under the 7"
Framework Programme for Research (FP&). Companies which form the mainstay of the
European Defence Industry are advising the European Union to set the agenda for security
research which will act as the framework for the allocation of research contracts from
which these same companies will then benefit.

Indeed, a brief analysis of the composition of the European Security Research Advisory
Board ESRAB) leads to the following statistics:

The board had 50 members. Of these, 10 come from governments, 7 from
Government Agencies, 2 each from International Governmental Organisations or
International Governmental Agencies, 17 come from industry, 1 comes from an NGO,
and 11 come from Research Institutions.

Looking at the same 50* people through a different lense, the following breakdown
emerges: 15 representatives came from an essentially military context, 11 from a
‘Home  Affairs/Security’ context, 10 came from industries in the
Aeronautics/Space/Electronics sectors, 7 came from other sectors and for 10 it is not
possible to allocate them to a sector. This relates, in the main, to government
representatives who represent departments with a very wide remit (3) and Research
institutions which also have a very broad, non-specific remit.

In other words the sectors interested in military technology are significantly represented
through governments, government agencies, Intergovernmental bodies and industry.

Notable by their absence were the European Parliament and the EU Group on Ethics in
Science and Technology.

* (Because some actors related to more than one of these sectors, the figures do not add up to
50.)
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Dr. Hayes presented a sample list of the projects funded under the Preparatory Action
during 2004 - 2006. A full list of the projects funded and links to brief descriptions of the
projects can be found at: http://ec.europa.eu/enterprise/security/articles/article_2007-
02-23_en.htm. A brief analysis of the information available on this website (undertaken by
QCEA after the event) shows the following:

Type of lead organisation Number of EU Total Cost % of total

Projects Contribution of funded budget to
projects sector - EU
contribution

Governmental Organisations 2 2,513,679 3,444,129 5.55%

Industry - not in the defence 8 6,673,731 9,239,495 14.75%

sector

Industry - not in the defence 5 5,436,969 7,767,805 12.01%

sector but with defence sector

companies as project partners

Industry - partly in the defence 7 7,438,822 11,208,686 16.44%

sector

Industry - defence sector 17 23,195,387 32,339,584 51.25%

Totals 39 45,258,588 63,999,699

In other words, during the course of the Preparatory Action, the EU funded 39 projects with
a total amount of funding of over € 45 m of which over half went to the defence industry.

The Next Steps

Ongoing Dialogue

In response to one of the recommendation in the final Report of the ESRAB the Commission
announced in March 2007 that it was going to establish the European Security Research and
Innovation Forum. This announcement was made during the German Presidency by the
German Minister for Education and Research in collaboration with the Commissioner for
Enterprise and Industry on the one hand and the Commissioner for Justice, Freedom and
Security on the other. The absence of the Commissioner for Research is worth commenting
on. Information about the remit of this new body or its members is still not readily
accessible.

Calls for Proposals and Funded Projects

Meanwhile, the first tranche of projects under the first call for proposals has been
awarded. Dr. Hayes told us about the difficulty he has had so far to establish who has been
funded to do what. This information should be in the public domain but is not. He has now
made a ‘Freedom of Information’ application to obtain the facts and is working on a second
publication, ‘Arming Big Brother Part 2’.

One particular area of concern is the relatively new concept of an ‘Internet of things’ - a
concept based on tagging things (cars, clothes, food, furniture, medication, whatever...)
with RFID (Radio Frequency ldentification) chips, thus allowing everything to be tracked
and for surveillance to extend much further than we are so far accustomed to. In an
attempt not to be left behind in a major growth industry, the European Union is full steam
ahead on this, as can be seen in the Presidency Paper recently released on this issue (see:
http://www.statewatch.org/news/2007/nov/eu-rfid-of-things.pdf).
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Key Concerns

Dr. Hayes finished by outlining some of his key concerns about these developments:

e There appears to be a total security focus in the areas of Justice and Home Affairs, the
Common Foreign and Security and European Security and Defence Policies to the
exclusion of all other considerations.

e The approach echoes the ‘full spectrum dominance’ approach of the US and does not ask
questions about proportionality.

¢ Policing, public order control and border management are becoming militarised without
any public debate. Once this has happened, it will be hard to turn the clock back.

e There is an overemphasis on technology and therefore not enough emphasis on other
approaches to security.

e The result is that policy makers and those implementing the policies are losing sight of
the root causes of the identified threats. A comparison between the money spent on
technology and on work relating to root causes makes this very clear.

e Civil liberties concerns - the balance between freedom and security - are not being
addressed sufficiently or not at all.

He concluded his presentation with a quotation from an opinion produced by the so-called
‘Article 29 Working Party’> on the Green Paper on Detection Technologies in the Work of
Law Enforcement, Customs and other Security Authorities where they, in turn quote the
conclusions from the 28" International Conference of Data Protection and Privacy
Commissioners, 2-3 November 2006, in London as follows:

"Surveillance activities can be well-intentioned and bring benefits. So far the expansion of
these activities has developed in relatively benign and piecemeal ways in democratic
societies - not because governments or businesses necessarily wish to intrude into the lives
of individuals in an unwarranted way. Some of these activities are necessary or desirable
in principle - for example, to fight terrorism and serious crime, to improve entitlement
and access to public services, and to improve healthcare. But unseen, uncontrolled or
excessive surveillance activities also pose risks that go much further than just affecting
privacy. They can foster a climate of suspicion and undermine trust. The collection and use
of vast amounts of personal information by public and private organisations leads to
decisions which directly influence peoples’ lives. By classifying and profiling automatically
or arbitrarily, they can stigmatise in ways which create risks for individuals and affect
their access to services. There is particularly an increasing risk of social exclusion."

Keynote Presentation: Dr. Chris Langley, Scientists for Global
Responsibility

Dr. Langley has been researching military involvement in science and technology since
2003. Scientists for Global Responsibility have published two studies entitled ‘Soldiers in
the Laboratory’ and ‘More Soldiers in the Laboratory’ in January 2005 and August 2007
respectively. Both can be ordered from their website at:
http://www.sgr.org.uk/publications.html .

> Independent EU Advisory Body on Data Protection set up under Art. 29 of Directive 95/46/EC

® Article 29 Data Protection Working Party, Opinion 1/2007 on the Green Paper on Detection
Technologies in the Work of Law Enforcement, Customs and other Security Authorities, Adopted 9
January 2007, (accessible at:
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2007/wp129_en.pdf)
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Whilst speaking from a UK perspective, Dr. Langley kept the EU dimension in his remarks.
Not least, there is the fact that among EU Member States, the UK is one of the leaders in
spending on military objectives, including military research and development.

The two studies highlight the scale and increase in military spending and in military science
and technology. This is the case both in the US and in the UK - and in some other EU
countries. The call that the EU and its Member States must keep pace with the US in
military spending (including R&D) is one that keeps coming up in discussions around this
issue. In ‘More Soldiers in the Laboratory’ Dr. Langley states that:

‘in essence... such military influence leads to a focus on a narrow weapons-based security
agenda, rather than a broader security approach that emphasises conflict prevention by
aiming to address the variety of the roots of conflict.’’

Dr. Langley described the ways in which the military is influencing and participating in
military R&D in the UK.

Towers of Excellence

These are research programmes based in a range of universities in the UK which are
essentially consortia between the university and the military sector. They are thematic in
focus and currently there are 5 such Towers of Excellence; a number of different
universities participate in each. There is a possibility of more of them being set up.®

Defence and Aerospace Research Partnerships

These are research partnership funded jointly by the MoD, the Engineering and Physical
Sciences Research Council and what was the former Department of Trade and Industry (DTI).
There are currently 14 projects involving 7 universities.’

Defence Technology Centres and Interdisciplinary Research Centres

There are currently 4 such centres, again, each involving a number of different universities.
Each focuses on a particular area of research. ™

Up to 2006 funding from the Ministry of Defence (MoD) came through the two organisations
comprising staff from the former government defence establishments namely the Defence
Science and Technology Laboratory and QinetiQ (which has recently been privatised against
significant opposition in the UK and USA) through the Joint Grant Scheme which in addition
to the MoD involves Research Councils and the Department for Business, Enterprise and
Regulatory Reform (formerly the DTI). Funding can also come directly from the MoD.

Other Military Engagement in Education and Training

Both the defence industry and the MoD are involved in educational activities including the
provision of materials which feed into the National Curriculum and specific activities such
as prizes, challenges, road-shows and similar initiatives. For example, the Atomic Weapons
Establishment runs the ‘AWEsome’ science campaign''. Given the use of the term ‘awe’ in

7 Langley, Parkinson and Webber, More Soldiers in the Laboratory, Scientists for Global

Responsibility, 2007, p 3

8 Langley et al, op. Cit. Box 4 page 8
? ibid

"0 ibid

" ibid, p 9
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connection with the Iraq war in particular, this use of the term awesome is especially
worrying.

Military corporations also sponsor schools close to their main industrial bases, not least in
order to attract a future workforce.

Sponsoring chairs, scholarships and other positions within universities are also part of this
type of engagement.

What is of concern here is the fact that this influences how people think about science and
its application at a very early stage in their education and career which can close off
avenues of thinking in different directions.

R&D Spending Up

US military R&D spending has increased in the period 2001 to 2007 by more than 57%. There
is @ major drive in military R&D in the US and the EU is trying to compete with this not least
through the European Security Research Programme. The UK is already a major spender in
this field and is helping to drive the European developments in this field. The fact that the
UK is one of only 4 Member States of the EU to have 5 representatives on the ESRAB is
noteworthy in this context. The other 3 are France, Germany and Italy.

But R&D spending in other areas which are as critical to a holistic view of security is not
keeping pace. In 2004, a comparison between R&D spending on Military, Health and
Environment, and Renewable Energy respectively shows the following picture':

Comparison of Government R&D Spending,
Industrialised Countries, 2004
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Is the Taxpayer Paying Twice?

Or maybe even more? If taxpayers’ money is used to pay for R&D for technology which is
then produced by the very companies who have received the R&D assistance and who then
go on to sell that technology to the government who funded the research in the first place -
is that not a double whammy for the tax payer?

2 This graph has been reproduced with figures from Langley, et al, op cit, p 11
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But more than that, citizens pay because university expertise is tied up in this military
research at the expense of other useful areas of research. At a time when research in
universities has to bring in funding to be done, this is particularly detrimental to broader
thinking.

The defence and aerospace companies in the EU have had a very poor record of the amount
of internal R&D they undertake (the latest figures puts Siemens as 8th in the top 10 R&D
intensive companies - so that the defence and aerospace companies have come to rely on
government support for their R&D activities.

And what impact does it have on foreign policy? If foreign policy is militarized, (i.e. the
immediate answer to most problems is wielding of a big technological stick because ‘we’
have it) then other approaches to foreign policy - diplomacy, civilian intervention,
development, solidarity, etc. - don’t even get on the agenda. And of course, if we have
paid for the stick, we want to use it. And if we have the stick, then others will want it too.
And so it goes on.

Echoing Dr. Hayes, Dr. Langley expressed his concern about the militarization of the
response to terrorism, the militarization of border controls.

Much of the focus of the research is what is referred to as ‘interoperability’. What is meant
by this is ‘interoperability with the US’. There are arguments for this, of course, if there
are joint operations. If interoperability just meant that personnel from different countries
can talk to each other effectively and ‘friendly fire’ incidents can be avoided, so much the
better.

But if it means that the technology in use is in the hands and under the control of the US
and that all those who participate in it have to accept that, then this brings with it serious
concerns. It means that the US can dictate who joins them or who can participate in
‘peacekeeping’ on the basis of the use of the same technologies.

And furthermore, interoperability also allows corporations to make a one-fits-all weapons
system, to push up the price of equipment and to drive high technology means of
addressing conflict in preference or at the expense of other approaches.

Some Concluding Thoughts

The linkages between security, security research, the military, justice and home affairs
agendas in the EU and in Member States and the Common Foreign and Security Policy are
well hidden from the view of the public but all too evident when one starts digging.

This means that the line between security and defence becomes even more blurred than it
is; it means that the whole question of what security is becomes a military question. It
means that it becomes ever more difficult to challenge these approaches, partly because
challenges run the risk of being sidelined as unrealistic at best and at worst as not taking
the ‘threat of terrorism’ seriously. The fact that the ‘threat of terrorism’ as it affects EU
citizens - whilst real - is comparatively low compared to the risks to millions of people
potentially and actually affected by climate change does not often get on the agenda.

It also means that hard won freedoms can now be undermined with surveillance, broad

spectrum biometric identification, and with a general sense that government has the right
to access all aspects of our lives in the service of ‘security’.
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The EU has, until now, been precluded from supporting military activity directly with EU
funds. The European Security Research Programme is a first step on the road that leads
away from that principle and, in the words of Dr. Hayes, ‘is the precursor to a full-blown
EU Military Research Programme’ in the future.

The fact that this development has occurred over the past 6 years, quietly and without any
real democratic scrutiny, led by those in industry with most to gain from it, is of serious
concern to everyone, but above all to those who hold that the EU can and should be a
different global player, one who opts for diplomacy and development rather than weapons
technology and threat.
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